Abstract: A physical layer secret key generation scheme exploiting randomness of the road surface and the driving behavior is being proposed. 128bits encryption key is generated based on real world vehicle trajectory big-data to prove the concept.
Method overview
The proposed physical layer secret key generation method utilizes the randomness in the received signal due to road conditions and driving behavior. To prove the concept we develop a model that is based on the stochastic vehicle trajectory data provided by NGSIM program and the road surface roughness, and the headlight modeling [4] . Since the Lambertian model is not an accurate model to simulate the intensity pattern of a vehicle's headlight and taillight, we utilize a market weighted headlamp beam model [5] . Using the luminous intensity (candela) table provided in this model we can calculate the corresponding illuminance value at any point of interest. In this paper, we limit ourself in the Line of Sight (LOS) communication to generate symmetric secret keys. The illuminance (L) at the photodetector (PD) at the vertical angle (θ) and horizontal angle (ϕ) with respect to headlamp axis is determined by the following equation [6] , [7] where Ar, Ω, and LER are the PD's total area, the half angle of PD's field of view (FOV) and the luminous efficacy of radiation, respectively. From the equation mentioned, we can effectively calculate the received optical power and hence photodetector current. Moreover, we assumed that the taillight follows the same model as the headlight but with much lower intensity. In this paper, we mainly considered shot noise due to background solar radiation and other artificial lights. We also added thermal noise associated with the receiver as mentioned in [7] .Relative velocity and hence relative lateral and longitudinal distances among vehicles result in random variation in intensity pattern. This randomness can readily be exploited to generate symmetric cryptographic keys.
To generate symmetric keys and to assess the feasibility of the key generation scheme we developed a model of communication links between the vehicular transceivers Alice(A) and Bob(B) and another communication link between Alice(A) and the adversary Eve (E) ( Fig.1) . When Alice and Bob want to generate a symmetric key, they need to exchange a pre-defined probe signal (PRBS modulated bit pattern with a predefined length). To increase the reliability of the proposed method, the data of the vehicles such as speed, lateral coordinate (X), longitudinal coordinate (Y), time etc. are extracted from the vast amount of data provided by the NGSIM program [3] . Moreover, Using big data analysis we have chosen a combination three vehicle (Alice, Bob and Eve), where all three are omnipresent in the vicinity of each other in the real world with the intended point to point link establishment between Alice and Bob. This satisfies our communication link model (Fig.1) . Then from the NGSIM data, we have calculated the relative lateral (ΔX) and longitudinal (ΔY) distances between selected transceivers over a time duration. These relative distances are totally stochastic (Fig.2) We also add stochastic road surface roughness (ΔH) in our mathematical model [4] . From all these information we were able to find received intensity distribution at the photodetector. We have interpolated NGSIM data to generate keys due to the lack of available data points. In our simulation, we found that there is a high reciprocity of the modulated probe signal (>.9 Pearson correlation coefficient between Alice and Bob's signal) and there is also high randomness (approx.> 12 bits of Shanon entropy for each group of samples). We found that the data received by both Alice and Bob is reciprocal and hence we successfully generate symmetric keys. Conventionally, the adversary Eve (E) does not have direct access to the transceiver systems but might have access to the communication link. Furthermore, even if Eve has all the information regarding the communication system or features, Eve will not be able to generate same keys as Alice and Bob due to the stochastic nature of vehicle trajectory and road surface roughness. In our key generation technique, each transceiver will take a set of samples from the pre-defined probe signal (PRBS) and quantize their signal strengths (in Amps) into symmetric key bits. Each transceiver will compute upper (Thrupper) and lower (Thrlower) thresholds of a group of samples, SampleGroup, with group size (g), based on their mean and variance by the following algorithm: ( ) else do not quantize Where <x> and σ(x) represent mean and variance of x respectively. Both g and α parameters that can be derived or altered according to the variance of the system (the higher the variance, the higher α, and g should be).
Simulation results and model verification
Signal propagation between the vehicles, the reciprocity check, entropy calculation, noise calculations and the key generation algorithm are modeled in Matlab. We have utilized the US 101 (Hollywood Freeway) data from NGSIM to extract vehicles position related information and include it in our mathematical model. For key generation phase, we have performed simulation by using 1Mbps probe signal. Fig.3 and Fig.4 show the sample randomly modulated electrical signal received by Alice and Bob and corresponding thresholding to generate keys respectively. The generated keys of different lengths with parameters of group size, g, equal to 16 and α equal to 0.3 are shown in Fig.5 and Fig.6 . The final bit mismatching rate is 0 (0 mismatching key bits/640 key bits) over 10 different 64-bit keys and To minimize the simulation time, we used 2 7 -1 Pseudo Random Bit Sequence (PRBS) as the probe signal and 512 bits to emulate data propagation. When the key generation is done the vehicles can communicate just as conventional VLC link up to 1Gbps data rate.
For the Alice and Eve channel, using the same algorithm as we used in Alice-Bob channel and with the similar PRBS (as we assumed Eve has all the information of the link) we generated keys for the adversary Eve in Fig. 6 . We calculated a final key bit mismatching rate value of 0.0063 (4 mismatching key bits/640 key bits) for the Alice-Eve channel after creating 10 different 64-bit keys, and, interestingly, the same value of 0.0063 (8 mismatching key bits/ 1280 key bits) after creating 10 different 128-bit keys. As can be shown, it is clear that the resulting keys from the Alice-Bob channel are different than those generated from the Alice-Eve channel. Furthermore considering 5000 samples of received current values we computed entropy values (H, in bits) for each channel, HAlice->Eve = 14.77, HEve>Alice = 12.95, HAlice->bob = 13.36 and HBob->Alice = 11.97, demonstrating the high channel variation. We also computed the correlations for each channel: CorrAlice-Eve = 0.78 and CorrAlice-Bob = 0.77 showing clear symmetricity, and CorrAliceBob to Alice-Eve = 0.3163, demonstrating that the two main channels Alice-Bob and Alice-Eve are uncorrelated to each other.
Conclusion
In this paper, we propose and simulated a novel symmetric key generation scheme which can be implemented in any existing V2V visible light communication. By analyzing and simulating numerous samples taken from NGSIM vehicle trajectory data, we showed that natural driving behavior and road surface roughness can be exploited as a source of randomness to generate symmetric cryptographic security keys. 
